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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides a set of 24 initial key issues titles for TR 33.848 based on work in ETSI ISG NFV, ETSI TC Cyber and SA3-LI. Initial text for each key issue is provided separately on a per key issues basis. This contribution also contains the abbreviations used by the other 24 contributions.
The key issues are not presented in a particular order and therefore it may be appropriate to re-order or group them once each is developed further along with their threats and potential security requirements.
3
Proposed New Text
[START OF CHANGES]
--------------------------------------------------------------------------------------------------------------------------
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CSP
Communication Service Provider
DRM
Digital Rights Management
GDPR
General Data Protection Directive
HSM
Hardware Security Module
OS
Operating System
PNF
Physical Network function
TPM
Trusted Platform Module
VM
Virtual Machine
VNF
Virtual Network Function
5
Key Issues

5.1
Introduction

This clause details the key issues identified for security aspects related to the Virtualisation of 3GPP functions and architectures. Each key issue defines the background to the issue, defines the threats related to the issue and proposes requirements that resolve or mitigate the key issue.

Editor’s Note: TS 33.501 largely only considers external threats. Virtualisation opens up a much wider internal attack surface especially if VNFs (or their sub-components) are allowed to directly access the internet for licening purposes. Need to agree threat model for virtualisation in SA3.
5.X1
Key Issue #X1 Common Software Environment

5.X1.1
Key issue detail

5.X1.2
Security threats

5.X1.3
Potential security requirements

5.X2
Key Issue #X2 Data Location and Lifecycle
5.X2.1
Key issue detail
5.X2.2
Security threats

5.X2.3
Potential security requirements

5.X3
Key Issue #X3 Function Isolation
5.X3.1
Key issue detail

5.X3.2

Security threats

5.X3.3
Potential security requirements

5.X4
Key Issue #X4 Memory Introspection
5.X4.1
Key issue detail
5.X4.2
Security threats

5.X4.3
Potential security requirements

5.X5
Key Issue #X5 Test Isolation and Assurance

5.X5.1
Key issue detail
5.X5.2
Security threats

5.X5.3
Potential security requirements

[END OF CHANGES]
